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Abstract

The Internet of Things (10T) has lately attracted a lot of interest owing to the fact that it has several applications in a variety of
fields and makes communication easier across a variety of levels. The 10T is made up of three unique levels, which are the
physical layer, the network layer, and the application layer at the most fundamental level. The purpose of this study is to examine
security threats and the responses that correspond to them for each layer of the 10T architecture. Additionally, the article
investigates the implications that arise from security breaches on loT devices. In addition to providing a detailed taxonomy of
attacks, this research reveals security weaknesses that are present inside each tier of the loT network. In addition to this, the
article investigates a variety of modern security frameworks, investigates probable security flaws, and investigates remedies that
correspond to those vulnerabilities. In conclusion, the article proposed the "Unified Federated Security Framework," which is an
all-encompassing security architecture made specifically for 10T networks. In order to facilitate the ability of users inside the
security layer to acquire access to resources situated within a separate security layer, the proposed framework is based on the
building of trust across the three levels. This allows users to gain access to resources without having to utilise the account of
another user.
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1. Introduction

The 10T is a rapidly growing technology that enables devices
and objects to communicate with each other through powerful

range and efficient deployment of 10T shortly [2]. The design of
10T systems is based on intelligent frameworks, including de-

codes. The heterogeneity of devices, platforms, wireless tech-
nologies, communication protocols, and applications are [oT’s
major characteristics and building block [1]. The diversity of
loT applications and services poses a challenge that must be
addressed to provide seamless operation and support a wide

vice autonomy, sensing capability, and contextual awareness.
Embedded sensors and actuators provide 10T devices with the
necessary intelligence and capability to recognize their sur-
roundings [3]. 10T devices can make decisions autonomously
based on sensed data. The increasing demand for large-scale
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deployment of 10T devices has led to numerous service appli-
cations being proposed and developed. However, the increasing
demand for large-scale deployment of 10T devices results in
major security concerns [4].

Security is a critical aspect of any communication network,
and attacks have targeted wired networks. Advances in tech-
nology have made wireless networks more affordable and
easier to build, resulting in widespread attacks against wire-
less networks [5]. Securing 10T architecture/framework is a
significant challenge that supports the full adoption of loT.
The lack of a unified security framework exposes 10T devices
to vulnerabilities, threats, and attacks. The global intercon-

nection of billions of highly available devices creates enor-
mous pathways for attackers to compromise the security of
10T networks. Therefore, security challenges need to be ad-
dressed in order to encourage the full adoption of IoT [6].

This paper proposes detailed state-of-the-art security
frameworks and attack countermeasures for 10T networks,
discusses architectural challenges in each layer of 10T net-
works, develops a broad attack taxonomy and security vul-
nerabilities in each layer, and proposes a unified security
framework based on user identification for 10T networks.

The modeling of the security attacks in 10T networks is il-
lustrated in Figure 1.
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Figure 1. Security Attacks Scenario of loT.

The rest of the paper is organized as follows. Section 2
discusses the state-of-the-art loT attacks framework. The
taxonomy of Attacks in 10T is discussed in section 3. The
challenges in each layer of 10T is provided in Section 4. Sec-
tions 5 and 6 present the proposed unified 0T security
framework and security countermeasures for each layer, re-
spectively. Section 7 discusses future directions, while Sec-
tion 8 presents the conclusions of the study.

2. State-of-the-Art loT Attacks
Framework
Different research efforts have focused on establishing at-

tack frameworks for the IoT’s physical, network, and appli-
cation layers [7-10]. The security architecture for smart cities

developed by J. P. S. Piest et al. incorporates Black Networks
and Key Management Systems (KMS) to thwart assaults on
the IoT’s application layer [11]. The framework protects sen-
sitive data, keeps private information private, and distributes
keys efficiently, all while keeping the IoT’s application layer
as secure as possible. The framework is not reliable in pro-
tecting smart city loT devices from threats such as
side-channel attacks, cryptanalysis attacks, denial of service
(DoS) attacks, and malicious scripts. Traditional security
flaws in the 10T physical layer were addressed by the soft-
ware-defined networking (SDN) architecture [12]. A unique
SDN-based security architecture for the IoT physical layer
was suggested by [12]. This framework makes use of border
controllers to protect voice-over IP (MolP) networks and to
link heterogeneous 10T devices from various domains.
However, securing traffic (desirable and unwanted) at the
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borders is difficult, resulting in serious issues like packet
delay/loss and distributed denial of service (DDoS). Ser-
vice-oriented architecture (SOA)-based 10T middleware may
greatly benefit from a well-defined, standardized security
framework, as shown by the work of [13].

In order to provide a framework for demonstrating network
layer security for 10T, the authors laid up security services that
may be implemented. Such services aim to lessen net-
work-level security risks in SOA-based IoT middleware
frameworks [14].

Middleware framework Object Security Framework (OS-
CAR) with constrained application protocol (CoAP) was sug-
gested by D. Muhammed, E. Ahvar, S. Ahvar, and M. Trocan
for End-to-End (E2E) security at the 10T network layer [15].
Multicasting, asynchronous data transfer, and caching are all
supported, and complete data integrity is provided through the
straightforward Datagram Transport Layer Security (DTLS)
method. Using a three-tiered system paradigm, Y. J. Lin et al.
explored several vulnerabilities to the security of the 10T and
proposed a method for mitigating them. Applications rely
heavily on RFID, ZigBee, and other sensors, all of which may
be compromised [16]. Heterogeneity presents challenges for
network security, interoperability, and cooperation across sec-
tors and settings by introducing vulnerabilities at the network
layer, such as sinkhole attacks, routing information assaults,
RFID unauthorized access, and DoS. To mitigate the risk of
DoS and provide a signature verification service for docker
images, suggested a decentralized architecture on content trust
for docker images. Security risks and vulnerabilities in indus-
trial 10T networks may be avoided with the use of a graphical
security framework.

Information distribution across heterogeneous devices in
10T networks may be computed thanks to the work of [17],

who created a theoretical security framework for 10BT net-
works. This paper by Z. Boulouard, M. Ouaissa, M. Ouaissa,
and S. El Himer, titled “Security Implications of Permission
Models in Smart-Home Application Frameworks,” proposes a
new permission model to address some of the most serious
issues with the current SmartThings permission model, such
as its failure to safeguard critical event data adequately [18].
The blockchain-based hybrid network architecture for the
smart city developed by A. Chauhan, M. Bahadir, and B.
Teichgréoer provides security and anonymity using a
memory-hardened Proof-of-work method but does not effec-
tively handle edge nodes [19]. Using SDN and network
function virtualization (NFV), a unique policy-based archi-
tecture was suggested to enhance 10T security [20].

This paper presents a federated unified security framework
that provides complete security features for 10T networks. It
also properly classifies attacks and captures all possible
threats to develop and implement better security counter-
measures.

3. Taxonomy of Attacks in 10T

10T devices are vulnerable to physical, network, and ap-
plication attacks because of the variety of network technolo-
gies used in their design and implementation. Therefore, it is
critical to provide a comprehensive taxonomy of 10T attacks.
Better security measures for 10T devices may be developed
and implemented more easily, thanks to the taxonomy’s cat-
aloging of all the system’s flaws and dangers. Our IoT attacks
taxonomy presented in Figure 2 is unique compared to others
because all attacks are categorized based on the three layers.

loT Attacks
Y
] ] v
™ Physical Layer ™ Network Layer Application Layer
A
f ]

Ll Node Tampering L Sybil Attacks N Software Attack o Encryption Attack
Lol Interference | » Routing Information Attack Lok Virus and Worm Lo CipherText
R Jamming = Denial of Service attack e Malicious Scripts Ba Known PlainText
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Figure 2. 10T Attacks Taxonomy.
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3.1. Physical Layer Attacks

As stated earlier, the purpose of the physical layer is to
collect data from its environment and transform it into digital
form [21]. A detailed description of each attack is provided
and presented as follows.

Node Tampering: When an attacker physically alters a
sensor node. The attacker has full control over the seized node,
wreaking havoc on the network. In order to access and
manipulate sensitive information, attackers may harm sensor
nodes by physically replacing them or probing them
electronically [22].

Interference: At the physical layer, DoS attacks on RFID
tags generate and broadcast noise signals through RFID
communication channels, causing interference. Noise signals
disrupt the RFID signals. ty multiple devices connect and
transfer data through cloud platforms for various services, 10T
communication is prone to interference [22].

Jamming: Malicious nodes intentionally interfere with
valid device connections to perform a DoS attack. Jamming
may damage the chronic or discontinuous network. Jamming
often happens throughout operations. Fraudulent packets
clash with legal ones at the link, dropping the valid ones.
Jamming causes data transmission failure, which requires
repeated retransmission, draining target nodes’ batteries [23].

Malicious Node Injection: In this potent 10T physical layer
attack, an attacker inserts a malicious node between two or
more legal nodes. The rogue node controls all compromised
node data flows and functions. This assault threatens the 10T
physical layer. This technique is called a MitM attack because
an attacker may set up additional malicious nodes between a
sender and a receiver. Malicious nodes take over
source-destination data flow [24].

Physical Damage: 10T system hosts are destroyed in this
assault. It directly targets service availability. Physical
damage to 0T devices or systems poses a severe concern.
Unlike other risks, this does not change the 10T system [24].

Social Engineering: Social engineering is a key cyber
security and IoT threat. Social engineering targets people’s
interactions. Its goal is to deceive 10T users into breaching
security. An loT system user is exploited to steal confidential
data. Social engineering targets [oT users’ privacy [25].

Sleep Deprivation Attack: Sleep deprivation attacks degrade a
device’s battery. Most gadgets enhance battery life with sleep
mode. This exploit boosts power consumption by keeping the
victim’s node awake, which shuts down the device. It keeps
sensor nodes busy by legally interacting with the target node,
using more power and depleting the battery [25].

3.2. Network Layer Attacks

The network layer routes and transports data between
devices within the 10T network. The most popular attacks are
discussed as follows [26-30].

31

Sybil Attack: By fabricating network node identity, the
Sybil attack subverts a genuine node. It involves an adjacent
node receiving malicious information. This attacker node
houses several network-layer forged/duplicated nodes and
pretends to be real. Clone ID is similar to this attack when a
malicious node uses many identities on the same physical
node. Without installing a node, the assault may take over
substantial areas of a network.

Routing Information Attacks: Spoofing or changing routing
information can complicate data transmission, create routing
loops, send fake error messages, drop or allow traffic, shorten
or extend source routes, and partition the network. Data
transmission failure might result from traffic decline. At-
tackers may transmit forged communications throughout the
network. Hello attack and black hole attacks are routing in-
formation attacks.

Denial of Service (DoS): Malicious nodes send unsolicited
messages that are replayed to produce heavy traffic. By
flooding the network with fake traffic, the attacker delays
service delivery. DoS attacks result from the attacker con-
trolling data packets. DoS attacks impede network access. An
10T network may be overloaded with traffic. When an attacker
floods the network with traffic, a DoS assault succeeds.

Man-in-the-Middle (MitM) Attack: This attack is compa-
rable to node injection. The attacker talks with two nodes
anonymously and maybe alters their communications. The
attacker makes the nodes think they are talking directly. A
third user steals a communicating party’s key and sends and
receives data as the genuine user. The attacker intercepts
communication party communications by posing as an open
node. RFID technology is at risk. MitM breaches privacy
between nodes by attacking communication protocols.

Sinkhole Attack: An attacker deceives genuine nodes by
providing fake routing information. User privacy and data
confidentiality are affected by sinkhole attacks. It also blocks
data transfer by sending packets to the attacker’s system.

RFID Spoofing: Attackers intercept data by spoofing RFID
reader signals. The attacker sends its data with the RFID tag’s
original ID to make the victim believe the recorded data is real.
Pretending to be the legitimate source allows the attacker to
access the 10T system. found that an attacker who spoofs
RFID tags reads and captures data. Spoofing compromises
integrity, confidentiality, and privacy by giving the attacker
unauthorized access to other nodes.

Traffic Analysis Attack: An attacker intercepts RFID data.
The attacker gathers network information before initiating this
assault—traffic analysis assaults network and application
levels. Network layer traffic analysis attacks change file
contents, particularly in email exchanges.

RFID Cloning: Accesses critical data via impersonating
RFID. RFID mimicking is copying valid RFID data to another
RFID tag without requiring a physical simulation. Because
the network imitates the attack via the RFID tag, it is easy to
distinguish between the original and the compromised tag.
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3.3. Application Layer Attacks

The application layer specifies how data is requested and
delivered to individual sensor nodes. It also handles the in-
teractions with the end users. There are two categories of
application layer attacks: software and encryption.

3.3.1. Software Layer Attacks

Software attacks provide a substantial security threat to
automated or computerized systems. These attacks compro-
mise 10T security [31]. This section concerns 10T software
attacks.

Worms and viruses: Two characteristics define a virus. It
starts by injecting its code into another program’s execution
path. Second, it replaces executable files with copies of itself. It
is vital to remember that not all viruses destroy programs.
However, all infections cause difficulties, such as increased
memory utilization, overheating, and irregular behavior that
may crash computers. Without a host file, worms propagate
across computers. 10T software applications cannot prevent
worm assaults. Thus, they are a major security risk [32].

Malicious Scripts: Hidden code pieces on hacked websites.
IoT devices’ Internet security vulnerabilities may be exploited
to run malicious scripts on users’ apps. Since [oT is constantly
linked to the Internet, this applies. The gateway’s end-user
may be tricked into launching malicious software. This ac-
tivity may result in data theft or system shutdown [33].

Denial of Service (DoS): Affects the 10T application layer
and consumers. Attackers utilize DoS to control the applica-
tion layer completely and sensitive private data and databases,
preventing authorized users from accessing the system. A
classic DoS attack prohibits legitimate users from accessing
their data while allowing unethical individuals to access it
through DoS injection.

Spyware and Adware: Spyware is an attack that monitors an
IoT device and Internet activity. Spyware like keyloggers
delivers screenshots and keystrokes to remote attackers. This
approach steals IDs, credit card numbers, passwords, and
sensitive data. Conversely, Adware installs a component on an
10T device that feeds Adson sensor nodes or RFID tags by
delivering pop-up adverts or installing browser toolbars [34].
Internet security vulnerabilities like these directly affect 10T
security.

3.3.2. Encryption Layer Attacks

The goal of these attacks is to break encryption procedures.
Encryption layer attacks include ciphertext-only attacks,
known plaintext attacks, chosen plaintext or ciphertext attacks,
and MitM attacks [35-37].

Ciphertext-Only Attack: An attacker can access limited
encrypted communications. The attacker has no secret key or
plaintext data. This attack seeks additional plaintext commu-
nications or the private key. A positive guess by an attacker
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reveals all communications encrypted with the same key.

Known Plaintext Attack: The attacker obtains the ciphertext
and plaintext. He must guess the secret key(s) or design an
algorithm to decode future communications. This approach
lets him crack the cipher instead of only ciphertext assaults.
The attacker cannot actively give tailored, cipher-processable
secret keys.

Chosen Plaintext or Ciphertext Attack: Chosen plaintext
attacks enable hackers to encrypt arbitrary plaintext data to
get ciphertext. The attacker tries to get the encryption key or
construct a method to decode ciphertext communications with
it. The attacker compares ciphertexts with plaintexts. Crack-
ing the secret key will provide target system information.
Note that selected ciphertext attacks usually break public key
encryption schemes.

Man-in-the-Middle Attack: A covert attacker “joins” IoT
communication and intercepts all communications. The at-
tacker produces two secret keys and uses the first to com-
municate with the path. The attacker encrypts the system
response and can decode it with his secret key. The attacker
sends multiple fake messages to the target and steals system
data using intrusion tactics. This allows the impersonation of
real users to access protected data.

4. 10T Challenges

This section discusses the current security challenges in the
loT framework, focusing on the technological and security
aspects. The heterogeneous nature of 1oT networks makes
them wvulnerable to various attacks and threats. Technical
challenges arise from the ubiquitous nature of 10T networks
and the interconnection of heterogeneous devices. These
challenges relate to wireless technologies, scalability, energy,
and network-distributed nature [38]. Functional rules and
regulations are enforced to address these challenges, while
security challenges can be addressed through authentication,
confidentiality, end-to-end security, and data transmission
integrity. Ensuring security throughout all IoT devices’ de-
velopment and operational lifecycle is crucial [39].

4.1. Security Challenges at the Physical Layer

B. Fu [40] identified three security challenges at the phys-
ical layer. The first challenge is the effect of attenuation on
wireless signals. Unwanted signals from extraneous sources
weaken the strength of the signals sent by sensor nodes. The
second challenge is that 10T nodes are installed in both ex-
ternal and outdoor environments, making them vulnerable to
devices’ physical attacks. The third challenge is the regular
physical movements of 0T nodes.

The physical layer handles data collection. The analysis of
both technological and security attacks at the physical layer is
presented in Table 1.
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Table 1. Technological and Security challenges in loT Physical Layer.

Security Challenge

Alteration, spoofing, and

Attacks Type

Counterfeiting and

Components Features Technological Challenge
Unique Identification Tracking, DoS, and
RFID S
Tags Repudiation
Sensors Sensors and Actuators ~ Exhaustion and Sybil
WSNs Receivers, Radios, and  Misconfiguration and

Receivers Access point failure

Near Field Com-
munication (NFC)

Extension of RFID
(NFC Tag)

The table displays potential security threats in physical
layer technologies. Techniques like stenography, watermark-
ing, encryption, intellectual property, and multimedia collec-
tion can address these challenges. Attackers can also violate
confidentiality through replay attacks, which involve device
modification or identity theft. Confidentiality and privacy are
crucial security challenges at the physical layer [39].

4.2. Security Challenges at the Network Layer

Complex ecosystem, DoS

deletion Eavesdropping

Routing and Flooding Tampering and Jamming.

Unfairness, Hijacking (equip-

ment), loss of signal and hacking Malicious attacks

Eavesdropping, collision,

Lack of Infrastructure and MitM attacks

security challenges due to its technical aspects, such as
communication and data routing. These challenges include
eavesdropping, damage, denial of service attacks, virus inva-
sion, MitM attacks, illegal access, and confidentiality. The
heterogeneous nature of 10T networks makes interoperability
and network coordination critical, resulting in separate secu-
rity threats. Major security issues include authenticity, con-
fidentiality, network availability, and integrity [41]. Table 2
analyzes both technological and security attacks in the net-

work layer.

The 10T network layer faces numerous technological and

Table 2. Technological and Security challenges in the 0T Network Layer.

Components  Features Technological Challenge
Bluetooth Spect_rum (Frequency Bluesnan_‘lng,_ link latency,
hopping) and Bluejacking
. Radio and Microcontrol- Data Manipulation, Packet
ZigBee .
ler decoding
User Equipment (UE) and  Fake LTE station, Data cach-
LTE Evolved Packet Core ing, Framing and Clickjack-
(EPC) ing
The control server comprised
NB-loT Arduino footprint Firmware corruption and
embedded malware
Spectrum beyond 6GHz, Deployment of heterogeneous
5G Advanced MIMO and hardware and software and

The table lists the loT network technologies, features,
technological challenges, security threats, and possible ex-

Beamforming

Misbehaving devices

ploits against 10T systems implemented using any of these

technologies.

Security Challenge

DoS, Eavesdropping

Traffic sniffing, data in-
jection, eavesdropping,
and hacking

Eavesdropping, confiden-
tiality, and authenticity

Device hacking, default
password hacking, and
authorization

Data exposure, Data in-
adequacy, and Unauthor-
ized attacks

Layer

Attacks Type

Snarf attack, backdoor
attack, and bluebugging.

Scapy, Killerbee and Kill-
erbee stinger.

DDoS/DoS Attacks, Phish-

ing Attacks, and MitM at-
tacks.

DDoS and MitM attacks.

DosS, identity attacks, and
phishing attacks.

4.3. Security Challenges at the Application

The application layer deals with the end users’ interaction
with 10T applications. The application layer consists of dif-
ferent applications and software, each with different security
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features and mechanisms, making the unification of all loT  presents the analysis of both technological and security at-
devices in this layer quite difficult to develop [41]. Table 3 tacks at the application layer.

Table 3. Technological and Security Challenges in 10T Application Layer.

Components  Features Technological Challenge Security Challenge Attacks Type

Street lighting, good  Organized crime, terrorist

. Cybercrime, privac
land use, waste, and  groups, commercial events, Y P y

invasion, eavesdropping and Smart city DoS and identity

Smart City

water distribution service disruption, and . attacks.
website defacements
management natural events
Smart Smart Healthcare Un!ntentlpnal action and Hacking Cyber-attacks, Internal attacks.
Healthcare cards Insider misuse
Smart_Trans- Traff_lc Control and Privacy details Security plagued Cyber-attacks and Smart DoS.
portation Parking
Smart Gov- e-government, Eco- Physical security and Infor- Eav_esdroppmg,.prlvacy - -
. . . . vasion, Cybercrime, and DoS and Malicious attacks.
ernment nomic development ~ mation Manipulation .
website defacements
Smart Grid Smart energy and Cust(_)mer secu_rlty and Trust and Hacking Malicious attacks.
Smart meter Physical security

The application layer faces challenges in data security, user privacy, data destruction, device protection, and software intel-
lectual property. Challenges include interoperability, privacy protection, confidentiality, policies, and reliability. These issues
stem from a lack of security policies and standards for data communication between connected devices.

5. Proposed Unified Security Framework for 1oT

This section presents a unified federated security framework for 10T, focusing on user identification to prevent attacks and
threats across various network layers.

Figure 3. A Unified Federated Security Framework for lIoT Network Scenario.
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The proposed unified federated identity-based security ar-
chitecture for the three-layer 10T network allows users from
one security layer to access resources in another without an-
other user’s account. The architecture relies on trust between
the three levels, with users enrolling credentials with the
authentication server at the physical layer and trusting its
claims. Federated identification in online security is compa-

Cloud Service Provider

identity
Provider

1
1

Memity
data

Trust
Trust

Cloud Service Provider

Home Bfokor

-
Identity data
process flow

Trust

Cloud Service Provider

Appicabon

Can o

Figure 4. Federated Identity Management Process.

6. 10T Security Countermeasure

This section discusses the countermeasures for the attacks
presented in Section 4. It highlights methods for preventing
attacks at each loT layer, which enables users to identify
solutions to various security threats against 10T networks.

6.1. Countermeasures Against Physical Layer
Attacks

Node tampering attacks can be mitigated by using tam-
per-proof hardware, designing high-quality, physically secure
devices, and implementing data encryption and authentication
to guarantee data confidentiality. Other solutions include
hashing, message authentication codes, and cyclic redun-
dancy checks. Interference in 10T systems can be addressed
through proper installations, auditing frequency spectrums,
and gaining commitment from suppliers [42]. Pilot installa-
tions are recommended to test system performance and review
performance regularly. In [43] multi-hop multi-channel to-
pology control can reduce the impacts of co-channel inter-

Appication

dentity
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rable to this 10T method. The federated identity provider
builds, stores, and manages device identity information by
providing authentication services to dependent layers and
applications. In other domains, 10T devices must be author-
ized.

Figure 4 depicts the proposed framework’s detailed com-
munication process.
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Trust
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Trust

Cloud SGI\'EG'PYUVIDH
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ference in wireless system networks. Jamming attacks at the
10T physical layer can be mitigated through game-based ap-
proaches, such as a colonel blotto game that detects jamming
attacks by increasing the number of bits assigned to several
nodes. The authenticity of nodes and data integrity are crucial
security measures to curb malicious node injection attacks in
the 10T physical layer.

Physical damage attacks aim to directly destroy or cause
damage to the IoT device or system’s main host. To prevent
such attacks, avoiding security breaches in an 10T network
and providing data confidentiality is important. Researchers
have suggested good countermeasures against 10T physical
level attacks, and proper risk assessment policies should be
analyzed and implemented in 10T industries and services.
Social engineering attacks can be mitigated by deploying
robust data privacy by loT end users [1]. Users should be
cautious when sharing sensitive information in emails and
avoid sending private and vital information over the Internet.
Organizations should provide security training and awareness
to expose personnel to the dangers of social engineering.
Sleep deprivation attacks can be prevented by proper authen-
tication of 10T devices. Devices must recognize and grant
access only to authorized users with valid credentials, and


http://www.sciencepg.com/journal/iotcc

Internet of Things and Cloud Computing

http://www.sciencepg.com/journal/iotcc

devices not authenticated should not be allowed access or
connection to other nodes within the 10T system. Strong au-
thentication protocols, such as biometrics, can be employed
for better security assurance and protection against sleep
deprivation attacks [10].

6.2. Countermeasures Against Network Layer
Attacks

Sybil attacks are a common issue in loT systems, which can
be detected and blocked by detecting and blocking fake ac-
counts after a user signs in. Other approaches include using
behavioral thumb rules to determine who gains access to the
network, monitoring accounts, frequency of posts, interac-
tions, IP addresses, devices logging into the network, and time
of activity. Routing Information Attacks can be prevented by
encrypting routing tables, using strong encryption mecha-
nisms like Advanced Encryption Standard (AES), and re-
stricting network authorization to authorized and authenti-
cated users [27]. Man-in-the-middle attacks can be prevented
by restricting network authorization to authorized and au-
thenticated users, using cloud-assisted security systems, and
implementing Secure Sockets Layer (SSLs). Sinkhole Attacks
can be prevented by security-aware ad hoc routing, using
Particle Swarm Optimization to prevent insider attacks. Other
countermeasures include hop count monitoring, node usage
monitoring, network flow information techniques, and mes-
sage digest algorithms.

Traffic Analysis Attacks can be mitigated by analyzing data
in transmission before sending it for processing. Routing
security is employed for data confidentiality among trusted
devices or environments, and distributing pseudo-random
values across the network in insecure environments can help
mitigate these attacks. RFID cloning can be cured by using a
proper authentication technique or mechanism that provides
mutual authentication between the tag and reader during data
transmission. Incorporating physically unclonable functions
into the network can also help prevent RFID cloning attacks.
However, it is crucial to implement these measures to protect
10T networks from potential threats such as impersonation
and impersonation [42].

6.3. Countermeasures Against Application
Layer Attacks

The security measures at the application layer are classified
into software attack countermeasures and encryption attack
countermeasures.

6.3.1. Software Attacks Countermeasures

In summary, preventing virus and worm attacks in loT
systems and applications requires using antivirus programs,
sound security policies, and regular scanning of 10T applica-
tions. Malicious scripts can lead to data loss and availability,
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and licensed anti-malware programs can be employed to
prevent damage. L. Lei et al. modeled and evaluated mali-
cious attacks against 10T protocols, suggesting using an In-
telligent Digital Network (IDN) to control connected home
appliances and protect sensitive information. DoS attacks at
the application layer target availability and authentication,
and countermeasures include router controls, distributed
packet filtering, aggregate congestion control, firewalls, re-
source multiplication, and dynamic en-route filtering [31].
Strong encryption mechanisms like the Advanced Encryption
Standard can be used to prevent overwriting reoccurrence
addresses. Spyware and Adware attacks are similar to viruses
and worms but with little improvement [32]. Countermeas-
ures include installing pop-up blockers on IoT devices, in-
stalling antispyware/anti-adware programs, implementing
personal software firewalls, and using intrusion detection
software. Biometric information-based secure methods are
also effective for protecting smart loT devices. Implementing
these measures can help protect 10T systems and applications
from potential threats.

6.3.2. Encryption Attacks

During encryption algorithm design, protecting against
ciphertext-only attacks, known plaintext attacks, and chosen
plaintext or ciphertext attacks is crucial. Well-prepared and
reviewed ciphers are less vulnerable to these attacks. Tech-
niques like an attack on two-time pads, thorough encoding,
and frequency analysis can be effective against modern ci-
phers. Countermeasures can be applied to all types of crypt-
analysis attacks. Strong mutual authentication techniques
before secret data transmission can help defend against
man-in-the-middle attacks. Public keys from known databases
can be used instead of encryption keys from one side of
communication, possibly from the attacker [14].

7. Future Direction

10T has experienced rapid development and is used in
various applications, including health, smart transportation,
and environmental monitoring. However, security threats
persist, hindering the growth and maturity of 10T technology.
To enhance security and maturity, future research should
address the following issues [39, 41-43]:

1. Architecture Standards: loT security control is chal-
lenging due to the lack of standard algorithm design and
implementation policies. An loT network consists of
different devices, services, and protocols, making it es-
sential for a “federated architecture” with internal au-
tonomy or a unified unit. A universal standard should
govern the integration process of smaller loT frame-
works into larger ones, such as smart cars and smart
homes.

2. ldentity Management: loT devices identify them-
selves by exchanging credentials, making the entire
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network and devices vulnerable to attacks like MitM
and eavesdropping. To address this challenge, a ded-
icated and predefined identity management unit can
monitor device connections in 10T networks, using
cryptography and other techniques to prevent identity
theft.

. Session Layer: The three layers of 10T do not accom-
modate opening, closing, and session management
among devices. Therefore, it is crucial to introduce ses-
sion layer protocols that facilitate communication
among devices across different sessions in the 10T net-
work. Additionally, the loT architecture should include a
distinctive session layer to handle connections, protocols,
and sessions among communicating heterogeneous de-
vices.

8. Conclusion

The 10T has been a popular topic of study over the last
decade due to its potential to impact many aspects of hu-
man existence significantly. The 10T necessitates the in-
teroperability of many devices running on a wide variety of
platforms and communicating via a wide variety of tech-
nologies at several levels (including the physical network
and application layer). This leaves the framework vulner-
able at every level to a variety of potential dangers and
assaults. A single security framework for the 10T remains
an unattainable goal due to a lack of significant studies.
Thus, dealing with 10T security threats is crucial to creating
a unified security architecture. The suggested unified loT
framework summarized the state of the art in terms of loT
attack frameworks and highlighted problems at various loT
levels. The paper’s taxonomy of attacks will be useful in
determining what kinds of security risks and assaults may
occur at different tiers of an IoT network. Appropriate
countermeasures against vulnerabilities at each level of the
loT network were also spelled out in the proposed unified
federated security architecture for 1oT.

Abbreviations

loT Internet of Things

KMS Key Management Systems
(SOA) Service-Oriented Architecture
CoAP Constrained Application Protocol
E2E End-to-End

DoS Denial of Service

DDoS Distributed Denial of Service
SDN Software-Defined Networking
NFV Network Function Virtualization
DTLS Datagram Transport Layer Security
MitM Man-in-the-Middle

IDN Intelligent Digital Network

AES Advanced Encryption Standard

37

SSLs Secure Sockets Layer
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